DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
{The requirements of the DoD Industrial Security Manual apply

to alf security aspects of this effort.)

1. CLEARANCE AND SAFEGUARDING

a. FACILUTY CLEARANCE REQUIRED

b, LEVEL OF SAFEGUARDING REQUIRED

2. THIS SPECIFICATION IS FOR: X and complets as applicable)

3. THIS SPECIFICATION IS: (X and complete as applicable)

a. PRIME CONTRACT NUMBER

a. ORIGINAL {Complete dsate in alf cases)

DATE {YYYYMMDLD)

b. SUBCONTRACT NUMBER

b. REVISED
{Supersedes alf
previous specs)

REVISION NO.

DATE (¥YYYMMDD)

VB SOLICITATION OR OTHER NUMBER
W9124Q-REF-Engr Svcs

20040728

DUE DATE (YYYYMMDD)

¢. FINAL {Complete ftem 5 in alf cases)

DATE {YYYYMMODD!

4. IS THIS A FOLLOW-ON CONTRACT?

Classified material raceived or generated under

YES

l NG. If Yes, complste the following:

fPreceding Contract Number) is transferred to this follow-on contract.

5. 1S THIS A FINAL DD FORM 2547

In response to the contractor's request datad

YES

NO. if Yes, complete the following:

, retention of tha classifiad material is authorized for the period of

6. CONTRACTOR (/nciude Commercial and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE b, CAGE CODE | ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Coda/
7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Codel
8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Mame, Address, and Zip Code/

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Provide support services to the US Army Rapid Equiping Force (REF)

10. CONTRACTOR WILL REQUIRE ACCESS TO: YES| NO [11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES| NO
2. COMMUNICATIONS SEGURITY (COMSEC) INFORMATION Y| = e ATEEs IO ATE R N TIATIoN QLY AT ANOTHER X
b. RESTHICTED DATA X | b RecevEe CLASSIFIED DOCUMENTS ONLY X
¢. CRITICAL NUCLEAR WEAPON GESIGN INFORMATION X | ¢ RECEIVE AND GENERATE CLASSIFIED MATERIAL A
d. FORMERLY RESTRICTED DATA 24| ¢ FaBRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
& INTELUGENCE NFORMATION T | e, PERFORM SERVICES ONLY X
(1) Sensitive Compartmented Information {SC!) X R D RED: Ut PO Sce S SONS AND TnyaT TERAMGRAES e s X
(2] Non-SCI X | B T on ot R ORUAEY BlsPRUTTON CEnTeR - Mr ORMATION X
f. SPECIAL ACCESS INFORMATION X | . RecuiRe A comsEC AccounT X
g. NATO INFORMATION X | i HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X |} HAVE OPERATIONS SECURITY (OPSEC! REQUIREMENTS X
i, LIMITED DISSEMINATION INFORMATION X | k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
J.  FOR OFFICIAL USE ONLY INFORMATION X I. OTHER {Spacify) X
k. OTHER (Specify) x

DD FORM 254, DEC 1999

PREVIOUS EDITION IS OBSOLETE.




12,

PUBLIC RELEASE. Any information felassified or unclassified/ pertaining to this contract shall not be relaased for public dissemination except as provided
by the Industrial Security Manual or unless it has besn approved for public ralease by appropriate U.S. Government authority. Proposed public releases shall
be submitted for approvai prior to release I:] Direct m Through (Specify!

U.S. Army Rapid Equippimg Force, 10236 Burbeck Road, Ft. Belvoir, VA 22060-5852

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
*In tha case of non-DoD User Agencies, raquests for disclosure shall be submitted to that agency.

13

SECURITY GUIDANCE. Ths security classifiecticn guidancs needsd for this classified effort is identified below. If any difficulty is encountered in applying
this guidange or if any othar contributing factor indicates a need for changes in this guidance, the contractor is authaorized end encouraged to provide
recommended changes; to challengs the guidance or the classification assigned to any information or material furrished or generated under this contract;
and to submit any questions for interpretation of this guidance to the official identified balow. Pending final decision, the information involved shall be
handlad and protected at the highast levsl of classification assigned or recommended. (Filf in as appropriate for the classified effort. Attech, or forward under
soparate correspondence, any documents/guidas/extracts refarenced herein. Add sdditions! psges as needed to provide complets guidance.)

Ttem 10j: Safeguarding "FOR OFFICIAL USE ONLY" (FOUQ) information provided in Appendix F.

Ttem 11a: Access to classified material may be at another contractor's facility or Government facility. Contractor or
subcontractor performance is restricted to those identified in the contract, as modified, identified in block 2a of this form. The
using Contractor or Activity will provide security classification from performance of this contract/subcontract.

Item 1le: Contract is for services only. Contractor does not need safeguarding capability IAW NISPOM, Chapter 3.

14,

ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM reguirsments, are established for this contract. Yes No
1if Yes, identify the pertinent confractual clauses in the contréct document itself. or provide an epproprigte stetement which identifiss the additional
requirements. Frovide & copy of the requirements to the cognizant security office. Use ftemm 13 if additional space /s needed.)

15.

INSPECTIONS. Elements of this contract ara outsida the inspection responsibility of the cognizant security office. [ i Yas No

{if Yes, explain and identify specific araas or elements carved out and the activity responsibie for inspections. (ise item 13 if additional space is needed.)

186.

CERTIFICATION AND SIGNATURE. Security requiramants stated herein are complete and adequate for safeguarding the classified
Information to be released or ganerated under this classified effort. All quastions shall be referred to the official named bslow.

. TYPED NAME OF CERTIFYING QFFICIAL b, TITLE ¢. TELEPHONE (incfude Area Code!)

o

ADDRESS (Inciude Zip Code) 17. REQUIRED DISTRIEUTION
a. CONTRACTOR
b, SUBCONTRACTOR
. COGNIZANT SECURITY DFFICE FOR PRIME AND SUBCONTRACTOR

I
DD FORM 254 (BACK), DEC 1989

[=
. SIGNATURE d. U.S. ACTIVITY RESPONSIELE FOR OVERSEAS SECURITY ADMINISTRATION

. ADMINISTRATIVE CONTRACTING OFFICER
. OTHERS AS NECESSARY

-




